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Survey For Revision Control of Protective Relay Firmware—Industrial Manufacturers

Survey For Revision Control of Protective Relay Firmware 

Introduction

This survey is part of a research effort of the EPRI Revision Control of Protective Relay Firmware Project. It is designed to collect information on the firmware upgrades of power system protective relays from main industrial manufacturers. The result will help EPRI to classify the firmware upgrades and develop a guideline for the installation and test for firmware upgrades.

This survey is expected be completed by a knowledgeable person who deals with the firmware design and upgrade of power system protective relays. We may contact the persons completing the survey for clarification of their responses or additional information.

After completing this survey, please return the result to pzhang@epri.com.
Contact information for person completing this survey.
 
Name: 
Company name: 
Questions
1. What is the most primary purpose for you company to release firmware upgrades?

 FORMCHECKBOX 
 To correct the potential defect in old version 

 FORMCHECKBOX 
 To introduce new function

 FORMCHECKBOX 
 To enhance the performance of existing function 

 FORMCHECKBOX 
 To keep compatible to new equipment or technical standard
 FORMCHECKBOX 
 Others, please describe        
2. Please list the parts of protective relay which are most affected by firmware upgrades. (i.e. communication, logic, signal process)


3. How does your company release the information regarding the firmware upgrades? (Check all that apply)

 FORMCHECKBOX 
 By sending notification letters to customers

 FORMCHECKBOX 
 By publishing notification on the website of own company

 FORMCHECKBOX 
 By publishing notification in the power system technology discussion group online

 FORMCHECKBOX 
 By publishing notification in the power system technology website

 FORMCHECKBOX 
 Others, please describe        
4. Do you believe there is any technical risk for the firmware upgrades?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please choose your perception of risk associated with the following aspects (check all that apply):
 FORMCHECKBOX 
 The reliability of new introduced or modified functions

 FORMCHECKBOX 
 The unexpected effect to other existing functions

 FORMCHECKBOX 
 The correct implementation of upgrades

 FORMCHECKBOX 
 The availability/adequacy of documentation for customer

 FORMCHECKBOX 
 Others, please describe       
5. Have the customers complained that the firmware upgrades introduced new problems for the products?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please describe the type of complains.

     
6. Does your company have documented standards to evaluate the performance of power system protection device?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please provide the standards.

     
7. Does your company compare the performance of protection devices before and after firmware upgrades in support of improvement of firmware upgrades?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please describe how to perform the comparison.

     
8. Does your company have a standard test procedure for the firmware upgrades?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

9. Does your company provide the information about the test procedure to your customers in the released firmware upgrades notification?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If no, is your company willing to release those test results to your customers?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please list the communication channel your company is using to provide test result to your customers.

     
10. Will your company be willing to release the test procedure and test results of protective products in the public website other than your company’s website?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

11. Does your company provide the following information in your released documentation of firmware upgrades? (Check all that apply)

 FORMCHECKBOX 
  The purpose of this upgrade

 FORMCHECKBOX 
  The functions affected by this upgrade

 FORMCHECKBOX 
  The detailed function modifications during this upgrade 

 FORMCHECKBOX 
  The priority of this upgrade (i.e. urgent, optional, recommend)

 FORMCHECKBOX 
  The compatibility of new version firmware to existing device 

 FORMCHECKBOX 
  The version history of this firmware

 FORMCHECKBOX 
  Others, please describe      
12. Does your company have any special software or device to assist firmware upgrades? (For example, a special software to download new firmware into the flash memory of relays.)

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, please provide the information about the software or device.

     
13. Is there any following security feature in the procedure of your firmware upgrades? (Check all that apply)

 FORMCHECKBOX 
 Display of the version of current firmware in the relays

 FORMCHECKBOX 
 Display of the version of new firmware to upgrade 

 FORMCHECKBOX 
 Necessary confirmation before firmware upgrades

 FORMCHECKBOX 
 Backup old firmware before upgrades 

 FORMCHECKBOX 
 Others, please describe      
14. If there is a failure or other unexpected result after the upgrade, is it possible for customer to restore the firmware to old version?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

15. Does your company provide any kind of technical support for the implementation of the upgrades to the firmware?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, what kind of technical support do you provide? Please describe it.

     
16. Do you think it is necessary for your customers to test the protective relay functions after the firmware upgrades?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

17. If the customers need to test the products after firmware upgrade, does your company provide any kind of technical support? 

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If yes, what kind of technical support do you provide? Please describe it.

     
18. Does your company regularly update the products manual or other documentations of relays after the new version firmware released? 

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Thank you for taking time to complete this survey.
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